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1
Decision/action requested

This pCR proposes a key issue for study item on security aspects of enhanced support of network slices (TR 33.813).
2
References

[1]
SP-180692, "Study on Security aspects of Enhancement of Network Slicing".
[2]
TS 33.501, v.15.2.0, "Security architecture and procedures for 5G system".
3         Rationale

The Study Item on security aspect of Enhancement of Network Slicing (FS_eNB_SEC) was approved in SA plenary #81 [1]. This pCR proposes a key issue for this study item in the aspect related to supporting security context at slice level as an enhancement over 5G phase 1 in Rel.15.
4
Detailed proposal

***** Start of Change *****
2
References

 [x]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
***** Next Change *****
5.x
Key issue #x: Security isolation in network slices

5.x.1
Key issue details

The current security solution for 5GS [x] is based on the premise that security context is defined at the UE level. However, a UE can utilize multiple slices simultaneously for different types of services. Further, different types of services may be defined by different security characterictics and may have different security requirements. Examples of security characteristics may include required level of cryptographic strength, such as key length and complexity of confidentiality and integrity protection algorithms being used for a given service. In this sense, 5G security mechanism should be enhanced by introducing the concept of security context at slice level rather than at UE level. Doing so makes it possible to define security isolation between different slices.5.x.2
Security threats 

Security context at the UE level implies that there is no security isolation at lower granularity.  In other words, if communication to any of the service using a slice is compromised, then all other services using other slices can be compromised. Without appropriate mechanism to provide security solution at slice level, it is not possible to provide security isolation for different types of services.
5.x.3
Potential security requirements
- Security isolation at the network slice level shall be supported to enhance the UE protection when the UE is simultaneiously using multiple services involving multiple network slices.
- Security differentiation mechanism shall be offred for network slices with different security requirements.
***** End of Change *****
